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Introduction

This document details how to install Immunity CANVAS 6.XX on Windows computers. Those
familiar with installing programs on Unix or Linux architectures are already aware of dependencies.
CANVAS on Windows is no exception, several free programs are required to be installed before
CANVAS will work. Once installed the user interface will function exactly like it does in Linux.

Disclaimer

Immunity recommends that customers who are tied to the Windows platform install a
virtualization solution and create a Linux virtual machine. In this way CANVAS can run in its native
environment while within a Windows machine and enterprise policy can still be observed by the end
user.

Because CANVAS does not ship a kernel driver for Windows it is constrained by the limitations
of the Windows networking stack. Specifically this limits the number of half open TCP connections so
actions which require portscanning will take significantly longer. Attacks that impersonate an SMB
server will also not function due to restrictions for impersonating this service on Windows.

Finally, the network sniffer will not work on Windows.

Installing Python
Download the dependencies package from

http://www.immunityinc.com/downloads/CANVAS WIN32 DEPS 11 2012.zip.

The old windows dependencies archive we used to distribute was based on Python 2.6 and will no
longer work with CANVAS 6.83+. Since the new archive is based on Python 2.7, there

should be no issues due to package conflicts, and you can simply install the latest dependencies
without removing the old ones.

Inside you will find python-2.7.3.msi, simply double click to install it.

Make sure you select “Install for all users”:
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Select whether to install Python 2.7.3
for all users of this computer.
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http://www.immunityinc.com/downloads/CANVAS_WIN32_DEPS_11_2012.zip

Installation directory should be set as default (c:\Python27)
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Select Destination Directory

Please select a directory for the Python 2.7.3 files.
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Customize Python 2.7.3

Select the way you want features to be installed.
Click on the icons in the tree below to change the
wiay features will be installed.

Register Extensions
Tclf Tk

Documentation

Utilicy Scripts

Test suite

Python Interpreter and Libraries

This feature requires 22MB on your hard drive. Tt
has 5 of 5 subfeatures selected. The subfeatures
require 29MBE on your hard drive.

[ Disk Usage ]
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Wait for the installaton to complete

Install Python 2.7.3

Please wait while the Installer installs Python 2.7.2. This may take
sewveral minutes.

Status: Copying new files

Installation is now finished

Complete the Python 2.7.3 Installer

would still be Python for DOS.

Special Windows thanks to:
Mark Harmmond, without whose years of freely
shared Windows expertise, Python for Windows

python
for
Click the Finish button to exit the Installer.
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Installing PyWin32
Double click pywin32-218.win32-py2.7 inside the dependencies installation archive.



Click Next

PYTHON
powered

The installer should autodetect the location of your Python 2.7 install.

Click Next

PYTHON
Pouered

Thiz ‘wizard will ingtall puwin32 on pour computer. Click Mext to continge or
Caticel o exit the Setup YWizard.

Puthan extengions for Microzoft ‘Windows -
Provides access to much of the Win32 AP, the

ability to create and use COM objects, and the

Puthariwin enviranment,

Author, Mark Hammond [et al)

Author_email: mhammond@users. sourceforge. net
Drezcriphion; Pyuthon for Wwindow Ewtensions

M ame: pywind2

1t hittp:d feourcefarge. net/projects pawin3 2/
‘ersion: 218
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Builk Sat Oct 27 15:36:35 2002 with distutil-2.7.3

Python 2.7 iz required for this package. Select installation to use:

7 [found in registry]

Pythan Directary:

Ivstallation Directary: | C:\Pythan2 PLibhsite-pack ages’




Click Next to begin installation

[Click Mest to begin the installation of pwwind2. [f you want to review or change
any of wour installation settings, click Back. Click Cancel to exit the wizard.

PYTHON
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Ready bo install

Installation is now finished

Postinstall script finished.
Click the Finizh buttan ta exit the Setup wizard.

Copied pythoncom2? dil to C:\Windows\systern32hpothoncom2?. i -
Copied pythoncomloader2?. dil to C:A\windowshaystem324puthoncomloade
Copied pewintypes2? dll to C:\wWindows aystem32powintypes2 7. dl
Reqgistered: Puthon.Interpreter

Reqistered: Python Dictionary

P?THON Reqistered: Puthon

POUEPEd -» SaftwaresPuthorPythonCaoret2. 7yHelp[None]=Mane
-+ SoftwareiPyuthanyPythanCaoreh2, P HelpsPothomwin R eference[Mone]="
Puthorwin has been registered in context menu
Creating directary C:\PythonZ 7iLibhsite-pack ageshwind2combgen_py
Shortcut for Pythorisin created
Shortcut to documentation created
The pywin32 extensions were successhully installed.
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Installing GTK+
Inside the archive is a file called pygtk-all-in-one-2.24.2. win32-py2.7.msi, double click this file

to begin the installation of GTK+, PyGTK and all their dependencies.

Click Next

Welcome to the Python 2.7 PyGTK
2.24.2 Setup Wizard

The Setup Wizard will install Python 2.7 PyGTK 2.24.2 on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Ea!:k_ i Mext ] [ Cancel

Leave installation options as is (defaults)
Click Next

Custom Setup
Select the way you want features to be installed.

Installs everything you
need for PyGTK

PyGTE 2.24.0 development except a
PyGObject 2.28.3 Python 2.7 interpreter.

PyCairo 1.8.10
PyGtkSourceView? 2, 10,1
PyGooCanvas 0.14.2 This feature reguires 4KB
PvRsvg 2.32.1 on your hard drive. It has
e 2 of 3 subfeatures

U ] Bercinement Sl : selected. The subfeatures
B Glade UI Designer 3.8.1 require 165MB on your

- M = | Language Tools hard drive.

Python 2.7 (install for all users):
C:'\Python27

[ Reset ][ Disk Usage ]




Click Install

Ready to install Python 2.7 PyGTK 2.24.2

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Completed the Python 2.7 PyGTK 2.24.2
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel
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Installing PyZMQ (For CANVAS STRATEGIC)
Double click pyzmg-2.2.0.win32-py2.7 inside the installation archive.

Click Next

Thig “wizard will install pyzma on pour computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

Pyt iz a hightweight and super-fast messaging library bult on top of
the Zerahd librany [http:/Avwn. zeroma. org).

Author, Brian E. Granger, Min Ragan-.elley
P?THON Auuthor_email: zeromg-des@lizts zeromig. org
pouered Degcription: Python bindings for OME.
Marne: pyzmg

Ll http: A aithub, comy zeramog /pyzmg
Vergsion: 2.2.0
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Built Mon Jun 04 15:45:20 2001 2 with distutilz-2.7.3

The installer should autodetect the location of your Python 2.7 install
Click Next

Puthon 2.7 iz required for thiz package. Select inztallation to uge;

aund in reqistry]

PYTHON
Powered

Puthan Directane: 1C:\Python2?\

Inztallation Director}l:][ﬁ: WPythonZ P\Lib%site-pack ages'

<Back N Cancel ]




Click Next to begin installation

Click Meut to begin the installation of pyzma. If you want ta review or change
any of your inztallation settings, click Back. Click Cancel to exit the wizard,

PYTHON
Powered

Ready ta inztal

Installation is now complete

Click, the Finizh button to exit the Setup wizard.

PYTHON
pouwered




Running CANVAS
All the CANVAS dependencies are now installed and we're ready to run CANVAS for the first

time! Extract the CANVAS directory from the archive you were provided, here I've put a CANVAS
folder on my desktop.
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The next step is to simply double click canvas.bat which will spawn the GUI



mmunity CANVAS Ver:6.46 | Current Session: default
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Set Covertness: 1.0 _|

CANVAS is now ready to go!

Questions?
You can contact support via email at support@immunityinc.com or call us 786 220 0600
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